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[bookmark: _Toc242160856][bookmark: _Toc243302984][bookmark: _Toc251936984][bookmark: _Toc290035883][bookmark: _Toc352074151]Introduction
[bookmark: _Toc242160857][bookmark: _Toc243302985][bookmark: _Toc290035884][bookmark: _Toc352074152]Purpose
[bookmark: _Toc242160858][bookmark: _Toc243302986][bookmark: _Toc251936986]This guide provides instructions for digitally signing and/or encrypting e-mail messages in Apple Mail using an NIH Smart Card.
[bookmark: _Toc290035886][bookmark: _Toc352074153]Prerequisites
[bookmark: _Toc290035887]Step 1	Install Install the HHS Federal Public Key Infrastructure (FPKI) certificate chain into the Mac OS X keychain.  For instructions, please refer to NIH Knowledge Base article.
Step 2	Publish your certificate to the NIH Global Address List (GAL) using the Publish to Active Directory (PAD) Utility.
[bookmark: _Ref287447776][bookmark: _Toc290035891][bookmark: _Toc352074154]Determining Your Certificate E-mail Address
Insert the smart card into the smart card reader.
Open the Keychain Access application from the ApplicationsUtilities folder.
[image: The Keychain Access application icon.]
[bookmark: _Toc351555006]Figure 1:  Keychain Access Application Icon
Click the NIH Smart Card keychain (the name should start with AI or PIV).
[image: Picture of the NIH smart card keychain contents.  One of the public certificates is selected (i.e., not one whose Kind field value is "private key").]
[bookmark: _Toc351555007]Figure 2:  Keychain Access – Smart Card Keychain
Double-click a certificate that displays your name.
[image: Your certificate properties dialog box as it appears when it is first opened.  The Details section is expanded.
]
[bookmark: _Toc351555008]Figure 3:  Certificate Details
If Details is not expanded, click it to reveal the certificate details.
Scroll down through the details until you find the RFC 822 Name line.  If there is no RFC 822 Name field, close this certificate window and repeat Steps 3 through 5 of this section until you find the certificate that contains this field.
[image: Your certificate properties dialog box.  The Details disclosure rectangle is expanded.

The window is scrolled down to the details area where the RFC 822 Name field is displayed.  This field and its value are highlighted by a red rectangle to draw the reader's attention to this field.
] 
[bookmark: _Toc351555009]Figure 4:  Certificate Details – RFC 822 Name Field
Once you have found the certificate with an RFC 822 Name field, make a note of the e-mail address.  You will need it for the Configuration section.
Close any certificate windows.
Quit Keychain Access.
	[image: caution_icon]Caution
	Ensure that you have already published your public certificate to the NIH GAL.  See Section 1.2 for the link to the User Guide.


[bookmark: _Toc290035892][bookmark: _Toc352074155]Configuration 
1. Insert your smart card into the smart card reader.
Start the Mail application (the following are suggested methods):
Method 1
From the Dock, click the Mail icon.
[image: The Mail icon as it appears on the Dock.
]
[bookmark: _Toc351555010]Figure 5:  Mail Icon – Dock
Method 2
Click the Finder icon on the Dock.
[image: The Finder icon as it appears on the Dock.]
[bookmark: _Toc351555011]Figure 6:  Finder Icon – Dock
Click GoApplications.
[image: The Finder's Go menu.  The Applications menu option is selected.]
[bookmark: _Toc351555012]Figure 7:  The Finder’s Go Menu – Applications Option Selected
At the Applications folder, double-click Mail.
[image: A Finder folder window showing the contents of the Applications folder.  The Mail icon is highlighted with a red circle to draw the reader's attention.
]
[bookmark: _Toc351555013]Figure 8:  Applications Folder – Mail Icon
Log into Mail.
Click MailPreferences.
[image: The Mail application's Mail menu.  The Preferences menu option is selected.
]
[bookmark: _Toc351555014]Figure 9:  Mail Menu – Preferences Option Selected
Click Accounts.
[image: The Accounts tab.  This tab is selected and highlighted by a red circle to draw the reader's attention.

The Accounts list on the left of the screen.  Only one account is shown.  The name of the account is "your_email_a...".  The type of account is shown underneath the name,  which is Exchange 2007.

The right side of the window shows account information settings.  The settings are contained in individual text boxes as follows:
Account Type:  Exchange 2007
Description:  your_email_address
Email Address:  your_email_address
Full Name:  Your Name
Internal Server:  mail.nih.gov
External Server:  this value is not set, though the graphic shows an example value of "external.example.com"
User Name:  your_user_name
Password:  this field is blank/empty

At the bottom is an Outgoing Mail Server drop-down box showing the value,  "your_email_address (Exchan...)".  Under this is a check box titled "Use only this server" and it is selected.]
[bookmark: _Toc351555015]Figure 10:  Accounts – Account Information Tab
In the Email Address text box, ensure that the e-mail address is the same as the one in the RFC 822 Name field of your smart card certificate (see Steps 6 and 7 of Section 3).
[image: The Accounts tab.  The Account Information tab is selected.

The Accounts list is on the left side of the screen.  There is only one account shown.  The name of the account is "your_email_a...".  The type of account is shown underneath the name, which is Exchange 2007.

The right side of the window shows the account information settings contained in text boxes as follows:
Account Type:  Exchange 2007
Description:  your_email_address
Email Address:  your_email_address -- also, this field is highlighted by a red square box to draw the viewer's attention.
Full Name:  Your Name
Internal Server:  mail.nih.gov
External Server:  this value is not set though the graphic shows an example value of "external.example.com"
User Name:  your_user_name
Password:  this field is blank/empty

At the bottom is the Outgoing Mail Server drop-down box with the value, "your_email_address (Exchan...)".  Under this is the "Use only this server" check box, which is selected. ]
[bookmark: _Toc351555016]Figure 11:  Accounts – Account Information Tab – Email Address Text Box
	[image: caution_icon]Caution
	If the Email Address text box is not identical to the RFC 822 Name field in your certificate, the Encrypt and Digital Signature options will not be available in new messages and you will not be able to create and send new, digitally signed and/or encrypted e-mail messages from Mail.


Close the Accounts window.
If prompted, re-type your account password.
[bookmark: _Toc290035893][bookmark: _Toc352074156]Usage
[bookmark: _Toc290035894][bookmark: _Toc352074157]Sending Digitally Signed E-mail
1. Click FileNew Message.
[image: The Mail application's File menu.  The New Message menu option is selected.
]
[bookmark: _Ref288233271][bookmark: _Toc351555017]Figure 12:  Mail File Menu – New Message Option Selected
In the new message, look for the Message Security icons on the right side of the message header area.  The icon on the right – [image: This is the Digital Signature option's icon.  This is the icon that depicts that this option is currently not enabled.
] – is the Digital Signature option.  Click this icon to enable the message to be digitally signed.  The icon then changes to an icon with a check mark inside of it – [image: This is the Digital Signature option's icon.  This is the icon that depicts that this option is currently enabled.
].
[image: A new mail message window.  This picture shows that in addition to the normal options and settings of a new message window, there are two Message Security buttons to the right of the From field next to the right edge of window.

The Digital Signature option has a red circle around it in order to draw the reader's attention.
]
[bookmark: _Toc351555018]Figure 13:  Mail Message Digital Signature Button
Compose the rest of your message.
	[image: information-icon]Information
	Digitally signing a message is one way to give recipients a copy of your Public certificate, which allows them to send you encrypted mail.


Click Send.
Type your PIN.
[bookmark: _Toc290035895][bookmark: _Toc352074158]Sending Encrypted E-mail
1. Click FileNew Message (see Figure 12).
In the new message, look for the Message Security icons on the right side of the message header area.  The icon on the left – [image: This is the Encryption option's icon.  This is the icon that depicts that this option is currently not enabled.
] – is the Encrypt option.  Click on this icon to enable this message to be encrypted.  The icon will change to closed lock – [image: This is the Encryption option's icon.  This is the icon that depicts that this option is currently enabled.
]
[image: A new message window.  This picture shows that in addition to the normal options and settings of a new message window, there are two Message Security buttons to the right of the From field next to the right edge of window.

The Encrypt option has a red circle around it in order to draw the reader's attention.
]
[bookmark: _Toc351555019]Figure 14: Mail Message Encryption Button
Compose the rest of your message.
	[image: information-icon]Information
	Though not required, you may want to digitally sign the message so that the recipient can verify that the message truly came from you.


Click Send.
Type your PIN.
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