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Cloud First Policy

Cloud First
When evaluating options for new IT deployments, OMB
requires that agencies default to cloud-based solutions
whenever a secure, reliable, cost-effective cloud option
exists.
25 Point Implementation Plan to Reform Federal Information Technology Management
Vivek Kundra, U.S. Chief Information Officer, December 9, 2010

Agencies shall continually evaluate cloud computing
solutions across their IT portfolios, regardless of
investment type or life cycle stage.
Guidance on Exhibits 53 and 300 – Information Technology and E-Government
Revised – 07/01/2013
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What Is the Cloud?

The Cloud
The cloud is the symbol and term
used to represent IT resources (e.g.,
network, applications, storage) out
there, some where on the internet.

The Cloud ≠ Cloud Computing
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Cloud Computing
Cloud computing is a model for enabling ubiquitous, convenient, on-demand
network access to a shared pool of configurable computing resources (e.g.,
networks, servers, storage, applications, and services) that can be rapidly
provisioned and released with minimal management effort or service provider
interaction.

NIST Special Publication 800-145: The NIST Definition of Cloud Computing
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Five Essential Characteristics
 On-demand self-service: Users are able to provision cloud computing resources without
requiring human interaction, mostly done though a web-based self-service portal
(management console).
No humans needed for change in services.

 Broad network access: Cloud computing resources are accessible over the network,
supporting heterogeneous client platforms such as mobile devices and workstations.
Accessible anywhere.

 Resource pooling: Service multiple customers from the same physical resources, by
securely separating the resources on logical level.
Customers share physical resources (e.g., computers) that are logically separated (e.g., virtualized).

 Rapid elasticity: Resources are provisioned and released on-demand and/or automated
based on triggers or parameters.
Rapid provisioning (spin-up) and de-provisioning (turn off).

 Measured service: Resource usage are monitored, measured, and reported (billed)
transparently based on utilization.
Pay for use (e.g., per drink).

HHS considers systems to be cloud systems if they contain two or more essential
characteristics or define themselves as cloud.

HHS Cloud Computing and Federal Risk and Authorization Management Program Guidance; May 1, 2013
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Deployment Models
 Public Cloud: services are offered to the general public and is owned,
managed and operated by a third party cloud service provider (CSP).
 Community Cloud: services are exclusively provided to a specific
community of consumers from organizations that have shared
concerns (e.g., mission, security requirements, policy, and compliance
considerations).
 Private Cloud: is exclusively used by a single organization comprising
multiple consumers (e.g., business units). The organization specifies,
architects, and controls the pool of computing resources that the CSP
delivers to its business units as a standardized set of services.
 Hybrid Cloud: comprises two or more clouds (private, community, or
public) with a mix of both internally and externally hosted services.
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Service Models
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Cloud Stack
Federal CIO Council’s Information Security and Identity Management
Committee’s (ISIMC) simplified cloud stack
User
Application
Middleware
Operating System
Hypervisor
Hardware
Network
Facility
From ISIMC Guidelines for the Secure Use of Cloud Computing by Federal Departments and Agencies
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Responsibilities
Traditional
On-premises

Infrastructure
as a Service
(Iaas)

Platform as a
Service (Paas)

Software as a
Service (Saas)

User*

User*

User*

User*

Application*

Application*

Application*

Application†

Middleware†

Middleware*

Middleware†

Middleware†

Operating System*

Operating System*

Operating System†

Operating System†

Hypervisor

Hypervisor

Hypervisor

Hardware*

Hardware†

Hardware†

Hardware†

Network*

Network†

Network†

Network†

Facility*

Facility†

Facility†

Facility†

*Organization Manages
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Services can be Built On Top of Services
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Cloud Security

FISMA
The Federal Information Security Management Act of 2002
(FISMA) defines a framework for managing information security
that must be followed for all information systems used or operated
by a federal agency or by a contractor or other organization on
behalf of a federal agency. This framework is defined by the
standards and guidelines developed by NIST.
A federal information system is a set of information resources
organized for the collection, processing, maintenance, use,
sharing, dissemination, or disposition of government data.

September 9, 2014

14

NIST Risk Management Framework (SP 800-37)
1. Categorize the
Information System
(FIPS 199)
•Low, Moderate or High
Impact

6. Monitor Security
Controls

2. Select the Security
Controls

•Continuous Monitoring

•NIST 800-53

Applies to all
Federal Information
Systems
5. Authorize
Information System

3. Implement
Security Controls

•Authority to Operate
(ATO)

•Describe how in System
Security Plan

4. Assess the
Security Controls
•Independent Audit
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FedRAMP

FedRAMP
The Federal Risk and Authorization Management Program
(FedRAMP) is a government program that provides a standardized
approach to security assessment and authorization (SA&A) and
continuous monitoring for cloud products and services.

FedRAMP establishes a do once, use many times framework, that
eliminates redundant security assessments of the same cloud
service provider (CSP).
September 9, 2014
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FedRAMP Program
The FedRAMP program specifies and provides:
 Baseline low and moderate 800-53r4 security controls, along with
additional guidance and requirements, for IaaS, PaaS and SaaS cloud
services.
 Standard templates used by CSPs for their SA&A documentation
(e.g., System Security Plan).
 An accreditation program for independent third party assessment
organizations (3PAO).
 Joint Authorization Board (JAB), consisting of CIOs from DoD, DHS and
GSA, that provides provisional ATOs for cloud solutions that are of
wide-spread interest to the federal government.
• Provisional since there is no contractual relationship between JAB and CSP

 Repository of compliant cloud SA&A packages that can be leveraged
by Federal Agencies.
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FedRAMP Compliance
A CSP is FedRAMP compliant when their system:
 Security package has been created using the FedRAMP templates.
 Meets FedRAMP baseline security control requirements.
 Has been assessed by an independent assessor (3PAO).

 FedRAMP certified 3PAO required for JAB; recommended, but optional, for Agency ATO.

 Completed SA&A package is submitted to the FedRAMP repository.
 Continuous monitoring reports and updates are provided to FedRAMP.
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FedRAMP ATO Pipeline
JAB Provisional ATO

Agency ATO with a certified 3PAO*

(http://www.meritalk.com/fedramp-pipeline.php)
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Requirements
OMB requires that Agencies:

 Use FedRAMP when conducting risk assessments, security
authorizations, and granting ATOs for all agency use of cloud services
 CSPs used by agencies must have FedRAMP compliant ATO.
 Ensure contracts appropriately require CSPs to comply with FedRAMP
security authorization requirements.
Security Authorization of Information Systems in Cloud Computing Environments, December 8, 2011

See: (http://www.fedramp.gov)
for more information
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But is the Cloud Secure?
• Your authorized
FedRAMP compliant
cloud service provider is
quite safe!

• But what about your
application?
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Cloud Security is a Shared Responsibility

NOTE: This is a simplified illustration of responsibilities and a number of layers
may be shared between the Consumer and the Provider (e.g., network).
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Application Owner Responsibilities
 FedRAMP is how agencies implement FISMA for use of
cloud based IT products and services.
 Essentially, FedRAMP is a supplemental policy to OMB A130 for security authorizations.
 Agencies (or ICs) are still required to grant full individual
complete system ATOs.
 Review FedRAMP SA&A packages for acceptable risk
 Document and assess shared/system specific security controls,
including:
 Implementation of Trusted Internet Connection (TIC)
 Implementation or integration of two-factor authentication (e.g., PIV)
 Implementation of incident response capabilities
 Management of annual training requirements
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Trusted Internet Connection (TIC)
All external network traffic must be routed through the TIC (OMB M-08-05).
The sensitivity of your cloud application determines if it can be publically facing (outside
the TIC) or if all traffic to/from the cloud must be routed through the TIC.
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Secure Cloud Adoption Checklist

The NIH Information Security Program has a checklist to help you
integrate security tools and services into your cloud based system
 Information/data type considerations
 Interconnection Security Agreements (ISAs) support
 Security architecture review

 Authentication requirements, permissions, network settings, etc.

 Vulnerability and configuration scanning
 AppScan and Tenable

 Audit log aggregation and correlation
 ArcSight
 Security monitoring, incident management, and response
 Mandiant for Intelligent Response (MIR)

 Information Security and Privacy Awareness Training

 Contact NIHInfoSec@nih.gov for assistance
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Wrap Up

Cloud Computing is Outsourcing
 Vendor Selection
•
•

Appropriate Service (IaaS, PaaS, SaaS) and Deployment (public, community, private) models
Risk of vendor lock-in -- are your data/applications portable?

 Budget for Success
•
•

Measured service is akin to Time and Materials (not Fixed Price)
Understand compute, storage, and network pricing

 Contract is Key
 Reliability
•
•

Service Level Agreements (SLA)
Definitions (e.g., uptime), metrics and enforcement

 Security
•
•
•

FedRAMP, HHS and NIH security clauses
Responsibilities (e.g., Controls, Incident response and Reporting)
Personnel (e.g., US persons)

 Privacy
•
•

Deployment Model and Data Location (i.e., in or outside USA)
Non-Disclosure Agreements (NDA)

 Applies to whoever you contract with (e.g., CSP is subcontractor)
(https://cio.gov/wp-content/uploads/downloads/2012/09/cloudbestpractices.pdf)
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Cloud Project Considerations
For every project, you need to:
Include cloud computing in your business case’s analysis of alternatives.
• Need to justify to OMB why a cloud solution was not selected.
Select a FedRAMP compliant CSP (or CSP who will soon achieve compliance).
Include applicable FedRAMP, HHS and NIH clauses in your contract.
Document system security in the NIH System Authorization Tool (NSAT)
• Identify (leverage) your CSP’s FedRAMP security controls.
• Document and assess your system’s specific and shared security
controls.
• Obtain and attach your system’s Authority to Operate (ATO).
Contact the Information Security Program to ensure proper cloud security.
Continue to monitor the security of your system and CSP.
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It’s All About Perspective
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Questions?

For more information see
(http://cloud.cio.gov)
Mark.Silverman@nih.gov
NIHInfoSec@nih.gov
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