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Who is DCRI?
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o Mission Statement: The Department of Clinical Research
Informatics (DCRI) is committed to delivering secure, responsive,
high-quality, customer-oriented information technology services and
support that foster clinical care and research.

94 FTE (plus 10 contractors) in various teams, including:
— Security and Privacy
— Application Development and Clinical Build
— Technical and Clinical Customer Support
— Server Support and Data Center Operations
— Project Management Office, Architecture, and Configuration Management

. Discover America’s Research Hospital.

The NIH Clinical Genter



U.S. Department of Health and Human Services

F, CC IT Project Request Process '
% 5
eSS

New IT Request
& Any request over 40 hours #| Electronic database
“TeamTrack™

Intermal DCRI Staff

Difice of Financial
Resource Managemeant
(OFRM) Review

Fortfolio
Management Review

IT Project Request
—— Reqguest form on CC
SharePoint Site

Extemal Staff

IT Advisory Group
(ITAG) Raview
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w% I'T Project Request Form '
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 Gathers information, similar to a project charter
— Project objectives
— Justification and Need
— Relation to DHHS/NIH, CC, or department goals
— Impact (Clinical, Protocol, Staff, Patient Care, etc.)
— Resources required
— Training needs
— Knows risks, constraints, and assumptions
— Security & Privacy
— Procurement
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 Every project falls under EPLC, but the phase may vary

* A new request Is categorized into one of four options:
— EPLC Project
— Operations & Maintenance Project
— Initiative
— System Change Request (Standard Configuration Management)
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The EPLC Framework
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Initiation | Concept | Planning Requirem_ents Development
Analysis
STAGE GATE
reviews A 3 3 A f\: A A 3 A A
Project Project Preliminary i
Selection Baseline Diesign Readiness
Rewiew Review Review Validksion Review System Re-
Cerfiication
Readiness Implementation
Review Readiness
- ; System Re-
PROJECT | wrobitechure Integrated Requirements Detailed Review Accreditation
REVIEWS | Reyiew Baseline Review Design Indzpendent
Review Review Verification & Syetem !
Validation Cerfification wuﬂ
Assecement Review
System
[ Busness [§ Bl.lmass [ Project [ Requirsments  [JDesian [ TestPlan g Annual Project
DELIVERAEBLES [MNesds Management Docurnent Document [E) Businecs | Authority fo Operational Archives
Statement @ Prqect Flan @ computer Product Operate Assesement
Charter [ Privacy Match ] O&M Manual System of @ Dicposition
& Project Impact Agreement [ Systems Record Nofice Plan
Management Assessment HT&st Plan Security Plan @ Confinued
Plan EPrqec: [y Contingencyl [ Security Risk Emm Buthority to
Disasier Azseszment Operate
Ag-eanert Recovery ETramgle F| Teur—am Implerrmmm & privacy
Man Training Review Impact
&) System of Materiale Azzesement
Record & user Mamual
Hofics B Business Prouct
B Project Completion Report
[ SLAsMOLs
Terative Development Contingency Dicaster
STAGE GATE {Optional) - Recovery Plan
REVIEW LEGEND: [ O&M Mard
[ Systems Security Plan
DELIVERABLES LEGEND: Non-Phase-Specific Deliverables, including: [ Securiy Risk
A o «Updated Project Management Fian and Schedule Assessment
B Presminary «Eamed Value Management data Fi Training Plan
Must be performed May be [ Final Drat ~Acquisition actiitiesideiverables [F| Training Matesials
by IT governance -Periodic Investment Sials Reports
organization delegated g Foal Meeting minuies B User Manual

Discover America’s Research Hospital.
The NIH Clinical Center

=



The Tailoring Process — Portfolio Level
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EPLC O&M
EPLC Process DCRI PMO Equivalent Source Project | Project | Initiative
Initiating Initiation |
Business Needs Statement New Project Request Template X
Technical Review (completed
Architecture Review in planning) TIPs X X X
Stage Gate Review Stage Gate Review Template X
Concept | Initiation
Business Case Document X
Project Charter Document X X
Provect Selection Review New Project Review TIPs » X X
Planning Planning
Project Process Agreement Project Planning Checkhst Template ¥4 Optional | Optional
Project ManagementPlan Project Scope TIPs X X X
Roles & Contacts SharePoint X X X
Communication Plan SharePoint X X X
RiskID & Analysis TIPs X X X
Project Workplan MS Project X X SharePoint
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The Talloring Process — Project Level '

U.S. Department of Health and Human Services

HERS

« Each EPLC deliverable is reviewed by the PM to determine
If it will be included in the project

e Justification needed for items not included

o EPLC tailoring document must be signed by project
SpoNsors

« Stage Gate Reviews remain mandatory

Include? EPLC Process DCRI PMO Equivalent
[Yec |N-:r Delivera ble Deliverable | Source Jusnficaton if Mot Included in Project
[Diesien Executing & Controlling
¥ Design Document [Tech. Req of Mapping Document [Template
¥ |[Computer March Agreement /A Project started prior to December 1, 2006
v [Detailed Dengn Review [Beriewed by team when defined)
Sigmature on
[Freliminar Design Review [Techtical Reg Approval [Cocument
Development Executing & Controlling
¥ [Tezt Plans [Test Plan & Test Sceipts [Template
¥ [Validation Bleadiness Review [Document
¥ [IVEV Assessment A IVEV not included on project
v Stage Gate Bleriew Stage Gate Blermiew [Template
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Adding EPLC to Project Workplan
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Tazk Name Curation Resource Mames
- Project X¥Z 133 days
= Planning Phase 10 days
Identify C&A team 3 days ef of Security & privacy team
C&A Kick-off meeting 1day  Security POC 50 PM TROC
Complete PIA and SORM (it applicable) 10 days S0 P TPOC Privacy POC
Complete FIPS 99 Sdays  Security POC S0 PM TRPOC
Complete ETAJERA, 1day S0 Security POC PM TPOC
CEA Technical Meeting 1 day S0 Security POC TPOC -
Define System Boundaries 3 days S0, Security POC TROC D e I I Ve rab I eS th at h ave
Define Bazeline Configuration 10 days S0 TPOC Security POC
Define Inheritance Control Matriz Jdays S0 Security POC TROC - -
-/ Design Phase 15 days Security POC S I m I I ar tas ks h ave a
— Design Security Requirements (Complete Drafts) 15 days
Cortingency Dizaster Recovery Plan 15 days Security POC and TPOC
- Development Phase 15 days Standard Work I an
Develop Draft System Security Plan (Z5P) 15 days S0 PM TROC p
Code Freeze 0 days
s template that can be added
Execute Security Test and Evalustion (STEE) 30 days Security POC S0 TPOC
Finalize S5P % days Security POC =
Enter Test Results into NCAT 10 days Security POC to a p rOJ e Ct
Finalize Security Assessment Report 3days Security POC
Finalize Risk Assessment Report 3 days Security POC
Discuss system weaknesses with SOTPOC 5 days Security POC 50 TPOC
Create Plan of Action and Milestones (POASM) tems in b Jdays Security POC
Program Manager Review Jdays Security POC P
Develop ATO Letter & Risk Acceptance Waivers (if apgpli 2 days Security POC
ATO Granted & Risk Acceptance Waivers signed 1 day ClO Security POC
Develop MOUsISAs 20 days ecurity Office PM Wendor S0
- Operation & Maintenance Phase 10 days
Annual Revievy of Plas 5 days Privacy POC 50 TPOC
Annual Security Azsessment 10 days Security POC S0 TPOC
Guarterly Reviewy of POASM vweaknesses 4 days Security POC S0 TPOC
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e EPLC
— Enterprise Scheduling Implementation
— Radiology System Replacement
— Barcode Medication Administration Implementation

e O&M
— Hospital Information System Upgrade
— New Lab Interfaces
— Disaster Recovery & High Availability for CC Apps
— Patient Portal
e Initiative
— Nutrition System Upgrade
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s, EPLC Tailoring Challenges
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* Project requests submitted after procurement/approval

e Complex environment creates unclear early requirements
 EPLC compliance from non-DCRI departments

e Needs of CC administration differ from IT & PMO

Iy
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oo, EPLC Tailoring Lessons Learned
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o Communicate process early and often

» Create a methodology for tailoring projects of various sizes
o Identify standard templates for deliverables

* Include sponsors in tailoring decision and approval

e Have a single point person to manage the EPLC process
and related quarterly reports
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Thank you!
Questions?

Ryan Kennedy
I'T Project Manager
301-402-4867
kennedyr@cc.nih.gov
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