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1. Purpose

This document establishes the National Institutes of Health (NIH) policy on media sanitization and the need to ensure the appropriate disposal of Information Technology (IT) equipment, devices, network components, operating systems, application software, and storage media in order to prevent unauthorized use or misuse of NIH information.
Media sanitization is consistent with the Federal Information Security Management Act of 2002 (FISMA), Public Law 107-347, which requires Federal agencies to ensure the integrity, confidentiality, and effectiveness of information security in the Federal Government.  The Act charges the United States Department of Commerce, National Institute of Standards and Technology (NIST), with providing guidance for implementing the FISMA requirements.  The NIST Special Publication (SP) 800-53, Recommended Security Controls for Federal Information Systems and Organizations (as amended), cites the need for media sanitization, which is supplemented by NIST SP 800-88, Guidelines for Media Sanitization (as amended).  NIST SP 800-88 is consistent with the requirements of the Office of Management and Budget (OMB) Circular A-130, Section 8b(3), Securing Agency Information Systems.  Proper media sanitization and disposal is also stipulated by the HHS-OCIO Policy for Information Systems Security and Privacy Handbook.  
2. Background

As our society has become increasingly dependent on information systems, the risks associated with an individual gaining unauthorized access to sensitive data
 have also increased.  In response, NIH has instituted a wide variety of safeguards designed to minimize the risk.  As a result, attackers have been forced to look outside the network for information.  One popular method of attack is to recover residual data from discarded media.  The sale, transfer, or disposal of computers, computer peripherals, and computer software or other IT devices can create information security risks for NIH.  These risks are related to potential violation of software license agreements, unauthorized release of sensitive and/or confidential information, and unauthorized disclosure of trade secrets, copyrights, and other intellectual property that might be stored on the hard disks and other storage media.  Therefore, it is imperative that NIH staff and contractors follow this policy and the associated guide to ensure the protection of sensitive data both inside and outside NIH.
3. Scope

This policy and the associated guidance apply to computer storage and processing devices and printed information.  Sanitization is the process used to remove information from digital media such that information recovery is not possible.  Sanitization includes removing all data labels, markings, and activity logs.  For printed media like paper, microfilm, and microform, destruction is required.

The types of devices and media that may contain sensitive information are listed in the NIH Media Sanitization and Disposal Guidance.  They include magnetic tapes and disks, optical disk, paper and microforms, computer storage devices (including hard drives and memory), network equipment, copiers and fax machines, and mobile devices such as cell phones and Personal Digital Assistants (PDAs).
4. Policy
1. All IT equipment must be properly sanitized prior to disposal or release. Sanitization procedures shall be properly documented to prevent unauthorized release of NIH data/information and software licensed to NIH that may be stored on that equipment and other electronic media.  
2. NIH shall sanitize information system storage media (magnetic, paper, microform, etc.) using approved equipment techniques, and procedures. The Institute and Center (IC) or NIH organization shall track, document, and verify sanitization actions and periodically test sanitization equipment and procedures to ensure correct performance.  A representative sampling of media will be tested to ensure that it has been properly sanitized in order to provide assurance that the established procedures have been followed properly.
3. NIH must protect information system media until the media are destroyed or sanitized.  Unmarked media must be protected until it is reviewed and appropriately labeled.
4. Each IC is responsible for ensuring its workforce members are properly trained on NIH’s media sanitization policy, procedures, and forms.
For more information and procedures on this policy, please reference the NIH Media Sanitization and Disposal Guidance.
5. Roles and Responsibilities
The primary individuals listed below may assign a designee to carry out these responsibilities.
5.1 NIH Chief Information Officer (NIH CIO)

The NIH CIO establishes and ensures the implementation of this policy at NIH, consistent with all other Federal, HHS, and NIH rules and regulations.

5.2 NIH Chief Information Security Officer (NIH CISO)

The NIH CISO implements this policy within NIH, ensures compliance, and approves all exceptions.
5.3 NIH Privacy Officer

The NIH Privacy Officer provides advice and guidance regarding the privacy issues surrounding the disposition of privacy information and the media upon which it is recorded.
5.4 IC Chief Information Officers (IC CIOs)

The IC CIO provides the resources necessary for policy implementation, training of IC employees, as appropriate; implementing security controls required and reporting policy implementation status to the CISO.  The IC CIO is also responsible for ensuring that IC specific polices are written and implemented, as applicable.
5.5 IC Information Systems Security Officer (IC ISSO)

The IC ISSO coordinates the implementation of this policy within their IC, monitors and ensures compliance, and submits exception requests to the NIH CISO. The IC ISSO is also responsible for keeping the sanitization certification forms, as described in the NIH Media Sanitization and Disposal Guidance.
5.6 System Owners
System Owners ensure that systems under their control adhere to this policy, or that a current policy waiver is in place.
5.7 Data Owners
The Data Owner will ensure that appropriate supervision of on-site media maintenance by service providers occurs, when necessary.  The Data Owner is also responsible for ensuring that users of the information are aware of its sensitivity and the basic requirements for media sanitization and disposal.  
5.8 Property Management
Property management is responsible for ensuring that media and devices that are redistributed within the organization, or donated to external organizations, have been properly sanitized.
5.9 IC Records Management Officers

The IC Records Management Officers are responsible for advising the System Owners and Data Owners of official record retention requirements that must be met so that media sanitization and disposal will not destroy NIH records that should be preserved.
6. Compliance and Oversight
Where deviations from this policy are necessary, requests for policy exceptions will be evaluated by the NIH CIO and the NIH CISO.  A waiver request must include a business case that specifies how the enforcement of this policy would restrict the mission of NIH and the specific compensating controls that will be implemented.  IC ISSOs are responsible for submitting exception requests to the NIH CIO and the NIH CISO using the NIH Policy Waiver form.  The NIH CIO and NIH CISO will determine what additional documentation may be needed from the IC ISSO submitting the request.

7. Applicable Laws and Guidance

HHS-OCIO Policy for Information Systems Security and Privacy

HHS-OCIO Policy for Information Systems Security and Privacy Handbook

NIH Enterprise Information Security Plan

NIST SP 800-53, Recommended Security Controls for Federal Information Systems and Organizations (as amended)

NIST SP 800-88, Guidelines for Media Sanitization
OMB Circular A-130, Appendix III, Security of Federal Automated Information Resources
8. Information and Assistance
Comments, questions, suggestions, or requests for further information should be directed to the NIH/OCIO/ISAO.
9. Effective Date/Implementation
The effective date of this policy is the date the policy is approved.
10.    Approved

 __________ /s/____________________


________9/6/2011___________

           Daniel A. Sands




  
        Date

       NIH Chief Information Security Officer
Glossary
Center for Magnetic Recording Research (CMRR).  The CMRR advances the state-of-the-art in magnetic storage and trains both graduate students and postdoctoral professionals.  The Center is located at the University of California, San Diego.

Clear.  To use software or hardware products to overwrite storage space on the media with non-sensitive data.  This process may include overwriting not only the logical storage location of a file, e.g., file allocation table, but also all addressable locations. 
Degauss.  To reduce the magnetic flux to virtual zero by applying a reverse magnetizing field. Also known as demagnetizing.  Degaussing any current generation hard disk, including but not limited to, IDE, EIDE, ATA, SCSI, and Jaz will render the drive permanently unusable since these drives store track location information on the hard drive in dedicated regions of the drive in between the data sectors.

Destruction.  The result of actions taken to ensure that media cannot be reused as originally intended and that information is virtually impossible to recover or prohibitively expensive.

Disintegration.  A physically destructive method of sanitizing media; the act of separating into component parts.

Disposal.  Disposal is the act of discarding media with no other sanitization considerations.  This is most often done by paper recycling containing non-confidential information, but may also include other media.

Erasure.  Process intended to render magnetically stored information irretrievable by normal means.
Incineration.  A physically destructive method of sanitizing media; the act of burning completely to ashes.

Media Sanitization.  A general term referring to the actions taken to render data written on media unrecoverable by both ordinary and extraordinary means.

Medium.  Material on which data are or may be recorded such as paper, punched cards, magnetic tape, magnetic disks, solid state devices, or optical discs.
Melting.  A physically destructive method of sanitizing media; to be changed from a solid to a liquid state generally by the application of heat.

Optical Disks.  A plastic disk that is “written” (encoded) and “read” using an optical laser device.  The disc contains a highly reflective metal and uses bits to represent data by containing areas that reduce the effect of reflection when illuminated with a narrow-beam source such as a laser diode.
Overwrite.  Writing patterns of data on top of the data stored on a magnetic medium.  The National Security Agency has researched that one overwrite is good enough to sanitize most drives. 
Physical Destruction.  A sanitization method for optical media such as CDs.
Purge.  Rendering sanitized data unrecoverable by laboratory attack methods. 
Remanence.  Residual information remaining on storage media after clearing.
Residue.  Data left in storage after information processing operations are complete, but before degaussing or overwriting has taken place.
Read Only Memory (ROM).  Generally, a commercially-available disc or solid state device on which the content was recorded during the manufacturing process.
Sanitize.  Process to remove information from media such that data recovery is not possible.  It includes removing all classified labels, markings, and activity logs.
Secure Erase.  An overwrite technology using firmware based process to overwrite a hard drive. It is a drive command defined in the ANSI ATA and SCSI disk drive interface specifications, which runs inside drive hardware.  It completes in about 1/8 the time of 5220 block erasure.  It 

was added to the ATA specification in part at CMRR request.  For ATA drives manufactured after 2001 (over 15 GB), have the Secure Erase command and successfully pass secure erase validation testing at the CMRR.  A standardized internal secure erase command also exists for SCSI drives, but it is optional and not currently implemented in SCSI drives tested by the CMRR.  SCSI drives are a small percentage of the world’s hard disk drives and the command will be implemented when users demand it.
For additional information or terms, please visit the NIH Glossary of IT Security Terms.
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Federal Information Security Management Act of 2002 (FISMA)

http://csrc.nist.gov/drivers/documents/FISMA-final.pdf
HHS-OCIO Policy for Information Systems Security and Privacy

http://intranet.hhs.gov/it/cybersecurity/docs/policies_guides/PISSP/pol_for_info_sys_sec_and_priv_9-22-2010.pdf
HHS-OCIO Policy for Information Systems Security and Privacy Handbook

http://intranet.hhs.gov/it/cybersecurity/docs/policies_guides/PISSP/pol_for_info_sys_sec_and_priv_hndbk_9-22-2010.pdf
HHS Policy Waiver

http://intranet.hhs.gov/it/cybersecurity/docs/policies_guides/Waiver/hhs_policy_waiver.pdf
NIH Certification and Accreditation (C&A) Program 

http://ocio.nih.gov/nihsecurity/NIH_System_CnA.htm
NIH Enterprise Information Security Plan (EISP)

http://ocio.nih.gov/nihsecurity/EISP_FINAL.doc
NIH Master Glossary of IT Security Terms

http://ocio.nih.gov/security/ISSO%20Glossary.doc
NIST SP 800-88, Guidelines for Media Sanitization (as amended)

http://csrc.nist.gov/publications/nistpubs/800-88/NISTSP800-88_rev1.pdf

NIST SP 800-53, Current Rev., Recommended Security Controls for Federal Information Systems and Organizations 
http://csrc.nist.gov/publications/nistpubs/800-53-Rev3/sp800-53-rev3-final_updated-errata_05-01-2010.pdf
OMB Circular No. A-130, Management Federal Resources, Appendix III, Security of Federal Automated Information Resources
http://www.whitehouse.gov/sites/default/files/omb/circulars/a130/appendix_iii.pdf
NIH ISSO Contact Information

http://ocio.nih.gov/nihsecurity/scroster.html
�For purposes of this document the phrase ‘sensitive data or information’ refers to Privacy Act data, Personally Identifiable Information (PII), and other types of sensitive information.
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