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1. Purpose
The security measures outlined in this document extend the NIH Wireless Network Policy and NIH Wireless Security Standards to conform to requirements of Presidential Decision Directive 63 (PDD-63), Critical Infrastructure Protection (CIP), The Health Insurance Portability and Accountability Act (HIPAA), Federal Information Security Management Act (FISMA), OMB Circular A-130, Appendix III, and the Computer Security Act. 

2. Background
This document addresses the NIH Wireless Security components of Network Compartmentalization, Encryption, Authentication, Management and Incident Response. 
· Compartmentalization directs the deployment of segregated wireless networks (WLAN). Segregated architecture isolates the WLAN IP ranges from the NIHnet. This approach facilitates wireless authentication mechanisms, DMZ, IDS and incident response. 
· Virtual Private Network (VPN) technologies provide encryption sufficient to meet NIST Wireless Network Security Recommendations, Special Publication 800-48, HIPAA and multi-vendor interoperability requirements. 
· Authentication requirements for NIH users consist of the following categories:

1. Authentication defined as the assured identification of the user, terminal, and carrier.

2. Services provided for network access utilized by guests of NIH. This covers access to the Internet, but no access to NIHnet. 
3. Access requirements of NIH staff consist of NIH applications and standard NIHnet access for wireless connections.
4. Roaming consists of the Ability to roam building to building within the NIH campus and connect to NIHnet from other NIH locations. 
5. Specific requirements of NIH council members and other dignitaries consist of additional security services for special government functions over limited periods. 
· Management oversees the following security services and requirements:

1. Confidentiality – is the protection of user data, transmission, identification, and location.
2. Integrity – involves the protection from insertion, deletion, modification, or replay of data.
3. System availability – entails the ability to obtain access to the service and the prevention of accidental or malicious denial of service.

4. Encryption – encompasses secure transmission of sensitive data such as patient records.
5. Accountability – is the ability to verify transactions.
6. Non-repudiation – is the ability to validate transactions without refutation. 
7. Incident Response – addresses the reality that even with a well-planned and designed enterprise wireless network with risk-assessment, auditing and a comprehensive security philosophy the NIH Incident Response Team (IRT) is required to mitigate the risks inherent to wireless media.
3. Scope

This document establishes policies for wireless network security implemented within NIH facilities as well as external wireless connections to NIHnet. It applies to all NIH personnel, contractors and visitors that have wireless access to NIH facilities or NIH information. It applies to all wireless network access devices and technologies that provide a wireless connection to NIH wireless and wired networks (hereafter “access points”), or any device that is designed to communicate with NIHnet via a wireless network (WLAN). Additionally, it augments the NIH Wireless Network Policy and NIH Wireless Network Security Standards referenced in appendix B.
4. Policy
This policy establishes strategic principles and procedures for a balanced approach to mitigating the vulnerabilities and security risks associated with Wireless Networks and accommodating new technologies while supporting the NIH mission.

Compartmentalization
Segregation of wireless networks and subnets (IP addresses) allows application of appropriate authentication, intrusion detection and incident response methods necessary to identify and differentiate a wireless event from a wired event.
· Segregate all WLANs from the rest of the NIHnet network. 
· Accomplish the segregation of WLANs via a separate physical network or a VLAN that contains all of the wireless access points for any specific network or subnet and no other enterprise resources. This is a Wireless DMZ (WDMZ). 
· Isolate all WDMZs with a firewall or appropriate router configuration in order to establish a mostly secured, but not fully trusted intermediate network. 
· Assign a unique IP range dedicated to this network that will support wireless user IP addresses when connecting to the WDMZ.
· Provide a mechanism to isolate the NIHnet from guest users and shunt them directly to outside the perimeter of NIHnet for Internet access.
· WLAN IP range information stored in the Wireless Device Database.

· Implement Wireless IDS sensors at sensitive network areas. 

Encryption
Both the infrastructure and mobile devices shall allow the ability to overlay end-to-end encryption sufficient to meet the following conditions.

· The minimum encryption level used only for Internet access excluding NIHnet is Wired Equivalent Privacy (WEP).

· Due to the probability of sensitive patient or government data transmission within NIHnet, Advanced Encryption Standard (AES) encryption is the preferred method or Triple-DES (3DES). Other methods may be used upon approval by NIST.
· For user and routing areas, where known sensitive data transmission occurs a minimum of AES or 3DES encryption is required.  
Authentication

Authentication mechanisms provide an additional layer of security for WLAN access. All WLAN users must authenticate to a central credential authority.

· All NIH WLANs must provide an authentication mechanism referenced to a central credential authority such as NIH Active Directory (AD).
· The authentication mechanism must provide methods to protect sensitive data and routing area access. 
· Multiple users may not share a single account. Each account must be uniquely identifiable to a single user.

· TASC or IC designees shall create accounts with the appropriate access level.
Network Management

CIT manages all NIH WLAN infrastructure equipment in order to apply the criteria herein.

· All wireless network access points must be registered with a Wireless Registration System (WRS) currently: https://wrs.cit.nih.gov
· All wireless infrastructure devices must be physically secure and not easily accessible to the public in order to prevent unauthorized access.

· Secure all wireless infrastructure devices as per the Wireless Security Checklist, Appendix A. The IC ISSO, designee or CIT staff if installed by CIT is responsible for verifying the configuration and entering the device data in the WRS.  
Incident Response

Due to inherent risks of wireless transmission and technologies, wireless incident response is a necessary function to provide a way for users to report incidents, the appropriate response, and assistance to aid in recovery.

· The NIH Incident Response Team (IRT) will periodically and as appropriate scan the WLANs from both the wireless and wired perspective. 

· The IRT in cooperation with the IC ISSOs will investigate any wireless incidents.

· The IRT will differentiate, analyze and monitor wireless alerts via the VTS or similar central system.

· The IRT will provide periodic reports of wireless incidents and vulnerability tracking information using trend analysis to NIH management.
· The IRT conducts training to educate ISSOs about IRT procedures and advise ISSOs on tools and practices that can protect data and systems.  
Exemptions

ICs may arrange with CIT for alternate WLAN and device configurations as necessary to perform their mission or to accommodate new wireless technologies. To obtain an exemption present a sufficient business or technology case to the IRT. 

· IC personnel must provide a documented business or technology case to the IC ISSO.  

· IC ISSOs must inform the IRT by providing a documented exemption at least 14 days in advance of design and deployment.

· The IRT must approve the system with respect to configuration and security.

· DNST must approve the system with respect to function and performance.

· The NIH CIO or designee approves or disproves the exemption.
· Wireless access points that do not conform to this policy and do not have an approved exemption will be disconnected from the network.
5. Effective Date/Implementation

The effective date of this policy is September 30, 2003.
6. Information and Assistance

Direct any inquiries, comments, suggestions, requests for information or assistance to the NIH Sr. ISSO at (301) 402-4457 or irt@nih.gov for appropriate action.
7. Appendix A. Wireless Security Checklist

· Device installed in a properly secured, adequately monitored location
· Device IP address and supported IP address range separate and unique from wired IP ranges, i.e. no possibility of any wired device using the WLAN IP addresses
· Device configured with a static IP address

· Device administration password changed from the default to a unique password conforming with the NIH Password Policy, http://irm.cit.nih.gov/nihsecurity/pwd_policy.doc
· Device SSID changed from the default to a unique, unpublished SSID

· Device configured not to broadcast the SSID

· If SNMP is active, SNMP Community strings changed from manufacturer default to unique, unpublished strings

· Device configured for WEP encryption. This is the minimum encryption requirement.
· Device WLAN encryption level of at least 3DES for access to NIHnet

·  Device WLAN isolated by a firewall or appropriate router configuration
· Device information and configuration entered in the Wireless Registration System, WRS  https://wrs.cit.nih.gov
· Device signal area and frequency channel do not interfere with any other devices wireless or otherwise.  

· Device usable signal area does not extend beyond NIH areas intended for service

· Once connected to the device users must be authenticated to an NIH central source such as Active Directory
· If DNS is used, DNS entries conform with NIH naming conventions

· WLAN IDS implemented

· WDMZ configured to route guests to the Internet and isolate access to NIHnet

8. Appendix B. Applicable Policies and Guidelines

1)  DHHS Automated Information Systems Security Handbook (AISSP) - http://irm.cit.nih.gov/policy/aissp.html
2)  NIH Wireless Network Policy - http://www3.od.nih.gov/oma/manualchapters/management/2807/
3)  NIH Wireless Network Security Standards - http://irm.cit.nih.gov/nihsecurity/wirelessStand.doc
4)  NIH Information Technology General Rules of Behavior - http://irm.cit.nih.gov/security/nihitrob.html 

5)  NIH Limited Authorized Personal Use of NIH Information Technology Resources - http://www1.od.nih.gov/oma/manualchapters/management/2806/
6)  DHHS Policy for IT Security for Remote Access - http://irm.cit.nih.gov/itmra/HHS-IRM-2000-0005.html 

7)   NIH Remote Access Policy - http://www3.od.nih.gov/oma/manualchapters/management/2810/ 

8)   Security Guidelines for NIH Remote Access Users - http://irm.cit.nih.gov/security/SecGui.html 

9)   NIH Password Policy - http://irm.cit.nih.gov/nihsecurity/pwd_policy.doc 

10)  NIH Warning Banner Policy - http://irm.cit.nih.gov/policy/warnbanners.html 

11)   CIT Guidance for Securing Data on Portable Systems - http://irm.cit.nih.gov/security/GuixSecuData.html 

12) NIST Special Publication 800-48, Wireless Network Security - http://csrc.nist.gov/publications/nistpubs/800-48/NIST_SP_800-48.pdf
13) Presidential Decision Directive 63 (PDD-63) - http://www.nipc.gov/about/pdd63.htm
14) Federal Information Security Management Act of 2002 (FISMA) - http://www.fedcirc.gov/library/legislation/FISMA.html
15) Appendix III to OMB Circular A-130,
Security of Federal Automated Information Resources - http://www.whitehouse.gov/omb/circulars/a130/a130appendix_iii.html
16) Computer Security Act - http://www.cio.gov/Documents/computer_security_act_Jan_1998.html
17) The Health Insurance Portability and Accountability Act of 1996 (HIPAA) - http://www.cms.gov/hipaa/
9. Appendix C. Glossary

AES - Advanced Encryption Standard NIST (FIPS PUB 197)
DES - Data Encryption Standard defined by NIST published in 1977
3DES - Triple DES Encryption Standard 
DMZ - Demilitarized Zone is a network routing area separate from NIHnet.
NIH Firewall - The NIH firewall is a network device used to block unauthorized network traffic from entering NIHnet. 

NIHnet - NIHnet is the name used to designate the NIH backbone computer network and all sub networks attached to the NIH backbone.

Sensitive Data – Sensitive data is data that requires protection due to the risk and magnitude of loss or harm that could result from inadvertent or deliberate disclosure, alteration, or destruction. The term includes data whose improper use or disclosure could adversely affect the ability of an agency to accomplish its mission, proprietary data, records about individuals requiring protection under the Privacy Act, and data not releasable under the Freedom of Information Act.
VPN – Virtual Private Network, a network of secure links over a public IP infrastructure. Technologies that fit in this category included Point-to-Point Tunneling Protocol, Layer 2 tunneling protocol and IP Security.

WLAN - Wireless Local Area Network
WEP - Wired Equivalent Privacy encryption standard defined in IEEE 802.11b
Wireless Network- Technology that permits the transfer of information (active or passive) between separate points using electromagnetic waves rather than a physical connection.

Wireless Database - NIH Wireless Registration System (WRS) https://wrs.cit.nih.gov
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