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[This sample format serves as a template for preparing an e-Authentication Risk Assessment Report for applications. The template is intended to be used as a guide, and the preparer should modify the format as necessary to comply with internal policies. Where practical, this guide provides instructions [in blue, bolded text] for completing specific sections. This text in blue should be deleted after the report is finalized. ]
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E-Authentication Initiative Overview
The e-Authentication initiative describes a trusted, secure, standards-based, interoperable authentication architecture. This initiative has been developed to provide a uniform process for establishing electronic identity to support the President’s Management Agenda (PMA) of 2002 and the E-Government Act of 2002. The e-Authentication initiative eliminates the need for each agency to develop a redundant solution to verify an individual’s identity and to support electronic signatures. 

Authentication is the process of establishing confidence in a user’s identity when it is electronically presented to an information system. The e-Authentication initiative explicitly defines individual authentication as the process of establishing an understood level of confidence by which an identifier refers to a specific individual. Examples of identifiers include credentials such as Personal Identification Numbers (PINs), User IDs/passwords, tokens, or identity certificates. The e-Authentication initiative is a combination of administration and management policies, technology, credentials, agency efforts, and applications, all of which are designed to work together to reduce the paperwork burden on citizens and businesses and improve online government services for citizens.
The e-Authentication initiative requires that agencies review new and existing electronic transactions to ensure that any remote authentication processes used by the transactions map to assurance levels that are commensurate with the impact of unauthorized access or elevation of authorized access privileges.  Figure 1 illustrates OMB’s e-Authentication risk-based approach used to determine the assurance levels of the transactions. 
Figure 1. Five Steps for the Risk Based Approach 
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E-Authentication Risk Assessment Report
Purpose

The purpose of this report is to document the e-Authentication Risk Assessment activities that were performed according to OMB Presidential Memorandum (M) 04-04, E-Authentication Guidance for Federal Agencies, December 2003, and the results of those activities for [Insert System Name]. This report provides HHS and [Insert OPDIV Name] management with an assessment of electronic system transactions of remote users to ensure that authentication processes provide the appropriate level of assurance. 

Scope

This is the initial [Insert System Name] e-Authentication Risk Assessment Report, as prepared by the [Insert OPDIV Name],  and covers the operations and transactions performed.  The Secure One HHS e-Authentication Questionnaire provided in Appendix A was used to determine the assurance level for the system: [Insert System Name]. 
E-Authentication Methodology
[Insert OPDIV Name] used the e-Authentication assurance level determination methodology for [Insert System Name]. This methodology is not a stand alone process and should be conducted as part of the system Certification & Accreditation (C&A).  The reports should be included in the C&A package. This methodology draws from the following documents:
· OMB M-04-04, E-Authentication Guidance for Federal Agencies
· National Institute of Standards and Technology (NIST) Special Publication (SP) 800-63, Recommendation for Electronic Authentication
· OMB Circular No. A-130, Appendix II, Implementation of the Government Paperwork Elimination Act

· Federal Information Processing Standards (FIPS) Publications (PUB) 199, Standards for Security Categorization of Federal Information and Information Systems

The overall methodology includes the process of system information collection, transaction identification, data categorization, impact analysis, mapping authorization category (AC) impact ratings to an assurance profile (AP) level and conducting a validation of the authentication mechanisms. The information for each phase of the methodology will be collected through the e-Authentication Risk Assessment Questionnaire.

Step 1: System Information Collection

The information used to assess [Insert System Name] was collected through the Secure One HHS e-Authentication Questionnaire in Appendix A. The questionnaire was completed by [Insert Name of the Individual(s) who completed the questionnaire] on [Insert Date the questionnaire was completed].
System Operations

[Insert a detailed description of the system. Please refer to Section A of the e-Authentication Questionnaire for information to include in this section.]
Privacy Act Information 

[Insert a description of the Identifiable Information (IIF) which is either collected or contained in the system. In addition, if the IIF information is used to populate a database or another system that information should be summarized. If the system is a “Privacy” system that should be included in the discussion. Please refer to Section B of the e-Authentication Questionnaire for information to include in this section]
Security Controls

[Insert a detailed description of all security controls identified in Section C of the e-Authentication Questionnaire in this section..]
Step 2: Transaction Identification

A transaction is a discrete event between a user and a system that supports a business or a programmatic purpose. The transactions determine if e-Authentication services are needed. The analysis of the transactions starts with the system characterization from the System Security Plan (SSP), if one already exists, and with existing business process documentation that contains operational plans, business plans, and mission statements. Also, other materials that facilitate the transaction identification process may be found in other support documents, such as business concept of operations, security concept of operations, information technology contingency plan (ITCP), incident response plan, disaster recovery plan, business continuity plan, and interface memorandum of understanding (MOU)/Interconnection Security Agreements (ISAs). Using the Secure One HHS e-Authentication Assurance Level Determination Question Set as a guide, [Insert OPDIV Name] became familiar with the system security and data attributes of [Insert System Name]. Current system boundaries, functions, system and data criticality, and related security safeguards were identified. Each of these attributes can reduce or increase the level of assurances required through e-Authentication. A master list of the e-Authentication transactions for [Insert System Name] are included in the Transaction Master List in Table 1. 
The Transaction Master List uses the following elements to delineate each transaction: 
· ID – A unique “association” identifier used to link a transaction with all other qualitative elements of the e-Authentication assurance profiling process: security categories (SC), threat statements, vulnerabilities, authentication category impacts, vulnerability likelihood ratings, assurance levels, risk levels, mitigations, and assurance level impact profiles (e.g., A, B, C)
· Action – Transaction type: a “verb” (e.g., inquire, create, modify, delete)
· Asset – Data object: the object being acted upon by the Actor (e.g., personal profile, incident response reports)
· Attributes – The apparent authentication characteristics which include: Confidentiality (C),  Integrity (I), Availability (A), Privacy (Pr), Pseudonimity (Ps), Anonymity (An), and Non-repudiation (N) 
· Actor – User type: a “subject” (e.g., citizen, federal agency (FA), business, external filing partner, employee, administrator)
· Avenue – Entry point: the instrumental vehicle for the transaction (e.g., Internet, registered user portal, employee user portal, intranet, extranet)

Table 1. Transaction Master List

	ID
	Name
	Action
	Asset
	Attributes
	Actor
	Avenue

	 [Insert Transaction ID]
	[Insert from e-Authentication questionnaire: question #8.1]
	[Insert from e-Authentication questionnaire: question #8.2]
	[Insert from e-Authentication questionnaire: question #8.3]
	[Insert from e-Authentication questionnaire: question #8.4]
	[Insert from e-Authentication questionnaire: question #8.5]
	[Insert from e-Authentication questionnaire: question #8.6]


[The following is an example “Transaction Master List.”]

	ID
	Name
	Action
	Asset
	Attributes
	Actor
	Avenue

	Trans-001
	Account Payables
	Modify 
	Business Profile
	C, I, A, Pr
	 General Public
	 Internet

	Trans-002
	Account Review
	Inquire
	Business Profile
	Pr
	Government Employees
	Intranet


Step 3: Categorize Transaction Information 
The first goal of this step is to identify the SC information types for each transaction taken from NIST SP 800-60, Guide for Mapping Types of Information and Information Systems to Security Categories.  The objectives of this phase are to:
1. Identify the SC information types on a per-transaction basis; and

2. Present a fundamental reference to NIST SP 800-60 guidance that integrates e-Authentication attributes with the current and planned security risk mitigations.
The standard SC Tracking List uses the following elements to delineate each SC and an additional three attributes ascertained through the profiling methodology:
· SC – The security category number: a unique identifier used to track the SC/“A” combination through the profiling process, usually sequential but does not imply any prioritization or relationship to other SCs.
· A – The “A” is the “ID” from the Transaction Master List;

· Data Type – Information type as provided by NIST SP 800-60

· Reference – the NIST SP 800-60 paragraph reference for this SC

· Description – SC description from NIST SP 800-60

· Security Objectives (SO)  – Confidentiality (C)/Integrity (I)/Availability (A) from NIST SP 800-60

· Impact – A “high-water-mark” impact rating for each SC. These are assessed based on the FIPS PUB 199 rating of Low (L), Moderate (M), and High (H).

Categorizing transaction information produces an initial SC Tracking List where the basic process of associating the NIST SP 800‑60 information types to the identified transactions takes place. For [Insert System Name] the following SC Tracking List was generated:
Table 2. SC Tracking List

	SC Tracking List

	SC
	A
	Data Type
	Ref.
	Description
	Security Objectives
	Impact

	
	
	
	
	
	C
	I
	A
	

	
	
	[Insert from e-Authentication questionnaire: question #8.9]
	[Insert from NIST SP 800-60, paragraph reference #]
	[Insert from NIST SP 800-60, description]
	
	
	
	


[The following is an example “SC Tracking List.”]

	SC Tracking List

	SC
	A
	Data Type
	Ref.
	Description
	Security Objectives
	Impact

	
	
	
	
	
	C
	I
	A
	

	SC-001
	Trans-001
	 Taxation Management
	C.2.8.6
	Supports the implementation of the Internal Revenue Code and collection of taxes in the United States and abroad.
	H
	H
	H
	H

	SC-002
	Trans-001
	Personal Identity and Authentication
	C.2.8.9
	Supports assurances to the Federal Agency that they are paying or communicating with the right individuals.
	L
	H
	L
	H

	SC-003
	Trans-002
	Customer Services
	C.2.6.1
	Supports providing and managing the delivery of data and support to the government’s customers.
	L
	L
	M
	M


Step 4: Identify Authentication Category (s) and analyze impact
After completing the analysis of impacts to the security objectives, each SC will need to be mapped to an Authentication Category (AC). Three levels of impact, “Low,” “Moderate,” or “High,” are associated with each AC to provide criteria for determining system-specific impact levels as specified in FIPS PUB 199.  OMB criteria for the impact levels associated with the six categories are provided in Table 3.

Table 3. Impact Categories and Level

	AC
	Impact Category
	Low Impact
	Moderate Impact
	High Impact

	AC1
	Inconvenience, distress or damage to standing or reputation
	At worst, limited, short-term inconvenience, distress or embarrassment to any party.
	At worst, serious short term or limited long-term inconvenience, distress or damage to the standing or reputation of any party.
	Severe or serious long-term inconvenience, distress, or damage to the standing or reputation of any party (ordinarily reserved for situations with particularly severe effects or which affect many individuals).

	AC2
	Financial loss or agency liability
	At worst, an insignificant or inconsequential unrecoverable financial loss to any party, or at worst, an insignificant or inconsequential agency liability.
	At worst, a serious unrecoverable financial loss to any party, or a serious agency liability.
	Severe or catastrophic unrecoverable financial loss to any party; or severe or catastrophic agency liability.

	AC3
	Harm to agency programs or public interests
	At worst, a limited adverse effect on organizational operations or assets, or public interests.  Examples of limited adverse effects are: 

(i)  mission capability degradation to the extent and duration that the organization is able to perform its primary functions with noticeably reduced effectiveness, or 

(ii)  minor damage to organizational assets or public interests.
	At worst, a serious adverse effect on organizational operations or assets, or public interests.  Examples of serious adverse effects are: 

(i)  significant mission capability degradation to the extent and duration that the organization is able to perform its primary functions with significantly reduced effectiveness; or 

(ii)  significant damage to organizational assets or public interests.
	A severe or catastrophic adverse effect on organizational operations or assets, or public interests.  Examples of severe or catastrophic effects are: 

(i)  severe mission capability degradation or loss of to the extent and duration that the organization is unable to perform one or more of its primary functions; or 

(ii)  major damage to organizational assets or public interests.

	AC4
	Unauthorized release of sensitive information
	At worst, a limited release of personal, United States (U.S.) government sensitive, or commercially sensitive information to unauthorized parties resulting in a loss of confidentiality with a low impact as defined in FIPS PUB 199.
	At worst, a release of personal, U.S. government sensitive, or commercially sensitive information to unauthorized parties resulting in loss of confidentiality with a moderate impact as defined in FIPS PUB 199.
	A release of personal, U.S. government sensitive or commercially sensitive information to unauthorized parties resulting in loss of confidentiality with a high impact as defined in FIPS PUB 199.

	AC5
	Personal safety
	At worst, minor injury not requiring medical treatment.
	At worst, moderate risk of minor injury or limited risk of injury requiring medical treatment.
	A risk of serious injury or death.

	AC6
	Civil or criminal violations
	At worst, a risk of civil or criminal violations of a nature that would not ordinarily be subject to enforcement efforts.
	At worst, a risk of civil or criminal violations that may be subject to enforcement efforts.
	A risk of civil or criminal violations that are of special importance to enforcement programs.


The following OMB provided impact categories (more than one category may apply) were applicable to [Insert System Name].  These impact categories were used to determine the maximum potential impact they may pose on [Insert System Name]. These impact assessments, together with the rationale are summarized in Table 4.

Table 4. Authentication categories and Impact Levels

[The following is an example of an “Authentication categories and Impact Levels Table.”]

	AC
	Impact Category
	Impact (Low, Moderate, High)
	Rationale for Impact Designation

	AC-2
	Financial Loss or Liability
	Moderate
	The financial loss to any party, particularly a device manufacturer applicant, may be significant to unrecoverable as a result of a trade secret or regulatory information being exposed to competitors or unauthorized individuals.


Step 5: Generate Assurance Profile
The goal of this step is to analyze each entry in the SC Tracking List to formulate an AP for the transactions in the Master Transaction List. The applicable impact categories were identified for the system in the previous step. The objectives of this step are to:
1. Map the possible impact levels, on a per-transaction basis, to obtain an initial assurance level profile for each transaction; and

2. Document the assurance level profiles using OMB M-04-04 guidance.
As shown in Table 5, the OMB M-04-04 potential impact level definitions for each of the six ACs map transactions to an “initial” assurance level.
Table 5. Maximum Potential Impacts for Each Assurance Level

	
	Assurance Level Impact Profile Categories

	Potential Impact Categories for Authentication Errors
	1
	2
	3
	4

	AC1 - Inconvenience, distress or damage to standing or reputation
	Low
	Mod
	Mod
	High

	AC2 - Financial loss or agency liability
	Low
	Mod
	Mod
	High

	AC3 - Harm to agency programs or public interests
	N/A
	Low
	Mod
	High

	AC4 - Unauthorized release of sensitive information
	N/A
	Low
	Mod
	High

	AC5 - Personal Safety
	N/A
	N/A
	Low
	Mod High

	AC6 - Civil or criminal violations
	N/A
	Low
	Mod
	High


The lowest level whose impact profile meets or exceeds the potential impact for every category analyzed in the assessment determines the required assurance level. Table 6 depicts the potential impacts and associated assurance levels for each impact category for [Insert System Name].  
Table 6. Assurance Level Profile

	
	
	Impact Category 
	

	SC
	A
	AC1
	AC2
	AC3
	AC4
	AC5
	AC6
	AP

	[Insert from Table 2]
	[Insert from Table 2]
	[Insert from e-Authentication questionnaire: question #8.12]
	[Insert from e-Authentication questionnaire: question #8.12]
	[Insert from e-Authentication questionnaire: question #8.12]
	[Insert from e-Authentication questionnaire: question #8.12]
	[Insert from e-Authentication questionnaire: question #8.12]
	[Insert from e-Authentication questionnaire: question #8.12]
	[Review Table 6 and insert the appropriate assurance level.]


[The following is an example of an “Assurance Profile.”]

	
	
	Impact Category 
	

	SC
	A
	AC1
	AC2
	AC3
	AC4
	AC5
	AC6
	AP

	 SC-001
	TRANS-001
	L
	L
	L
	L
	N/A
	N/A
	2

	 SC-002
	TRANS-001
	L
	L
	N/A
	N/A
	N/A
	N/A
	1


Based on the AP given in Table 6, the minimum required assurance level for [Insert System Name] is Assurance Level [Insert 1, 2, 3, or 4.]
Step 6: Technology Recommendations and Validation
In this step, the following technologies and authentication protocol types provided in Table 7 have been provided for each assurance level for validation. The AP determined for [Insert System Name]  [ Indicate whether the System has any of the  token types or protocols provided in Table 6 in place for the determined level of assurance. If the system does not then please provide what the current authentication mechanisms are in place.]
Table 7. Token Types and Protocols
	Token Types Allowed at Each Assurance Level

	Token Type
	Level 1
	Level 2
	Level 3
	Level 4

	Password & PINs (e.g. Username & Password)
	(
	(
	
	

	Soft cryptographic token 

(A cryptographic key stored on a general-purpose computer. Password protocol is employed with the verifier.)
	(
	(
	(
	

	One-time password device
	(
	(
	(
	

	Hard cryptographic token


(The claimant shall be required to activate the key before using it with a password or biometric, or, alternatively, shall use a password as well as the key in an authentication protocol with the verifier.)
	(
	(
	(
	(


	Authentication Protocol Types

	Token Type
	Level 1
	Level 2
	Level 3 
	Level 4

	Challenge-response password


(When the shared secret is a password, an eavesdropper does not directly intercept the password itself.)
	(
	
	
	

	Tunneled to Zero knowledge password


(A protocol where a password is sent through a protected channel. For example, the Transport Layer Security(TLS) protocol (i.e. Secure Sockets Layer (SSL)) is often used with a verifier’s public key certificate to (1) authenticate the verifier to the claimant, (2) establish an encrypted session between the verifier and claimant, and (3) transmit the claimant’s password to the verifier.)
	(
	(
	
	

	Symmetric key Proof of Possession Protocol (PoP)

(A cryptographic key that is used to perform both the cryptographic operation and its inverse, for example to encrypt and decrypt, or create a message authentication code and to verify the code.)
	(
	(
	(
	(

	Private key PoP

(The secret part of an asymmetric key pair that is typically used to digitally sign or decrypt data.)
	(
	(
	(
	(


Step 7: Overall Assessment
In this step, an overall assessment on the level of assurance determined is provided. The initial profile may be modified in this step by providing a justification for having a final profile level that differs from the recommended initial profile.   
[Insert System Name] has an AP of  [Insert 1,2,3,4]. [Insert the following if the authentication mechanisms in place are in accordance with Table 6 for the determined assurance level: “Based on the information provided, the system has the appropriate authentication mechanisms in place in accordance with NIST SP 800-63.”  If the appropriate authentication mechanisms are not in place then please include the following: “<INSERT OPDIV NAME> plans on reviewing NIST SP 800-63 for additional guidance on implementing the appropriate authentication mechanisms.  In addition, <INSERT OPDIV NAME> has identified/implemented additional compensating controls which could mitigate any potential impacts to the system. These controls are security controls which have been included in this report.”]
Appendix A. Secure One HHS e-Authentication Questionnaire Set
Section A – System Identification and Operation Worksheet

	System Name:
	

	System Point of Contact (POC) – Name:
	

	Title, Organization/Department:
	

	System Location (agency or contractor office building, room, city, and state):
	

	Activity Purpose of the System:
	


	No.
	A. System Operation Question Set
	User Response
	Comments

	
	
	Yes
	No
	N/A
	

	1
	System Infrastructure 

	1.1
	Is the system (or will the system be) a General Support System (GSS) or a Major Application (MA)? 

Note:  If yes, identify in the Comments column whether the system is a GSS, MA, or sensitive system.

Reference:  ([A-130], (A)(2)(c)))

Source:  C&A Process - System Identification & Categorization
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 
 General Support System (GSS)

 FORMCHECKBOX 
 Major Application (MA)

 FORMCHECKBOX 
 Other (Please explain)

	1.2
	Has information system and the information processed, stored, or transmitted by the system been categorized in accordance with FIPS PUB 199 and documents the results (including supporting rationale) in the system security plan? What is the derived category?

Reference:  ([800-53], Section RA-5,   
Source:  C&A Process – Security Testing &Evaluation (ST&E)
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 
 Low

 FORMCHECKBOX 
 Moderate

 FORMCHECKBOX 
 High

	1.3
	What is/are the system’s entry points?

Reference:  ([M-04-04])

Source:  C&A Process - System Identification & Categorization
	
	
	
	 FORMCHECKBOX 
 Public Internet 

 FORMCHECKBOX 
 Internal Intranet

 FORMCHECKBOX 
 Extranet

 FORMCHECKBOX 
 Direct Application System Entry

 FORMCHECKBOX 
 Public Kiosk

 FORMCHECKBOX 
 Other ________________

	1.4
	Does the system support browser-based access?

Reference:  ([M-04-04])

Source:  C&A Process - System Identification & Categorization
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	Type of site:

 FORMCHECKBOX 
 Internet____________________________

 FORMCHECKBOX 
 Intranet ___________________________

 FORMCHECKBOX 
 Both______________________________

	1.5
	What is the System Uniform Resource Locator (URL)?

Note:  This could be the URL for the "front door" of the system, or the URL to a public information page describing the system.

Reference:  ([M-04-04])
	
	
	
	

	1.6
	Is the Web site (or will it be) accessible by the public or other entities (i.e., federal, state, and local agencies, contractors, third-party administrators, etc.)?

Reference:  ([M-04-04])


	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	

	1.7
	Does the system require or support authentication for at least a portion of its users?  

Note: Most systems require authentication to perform administrative and maintenance tasks.  If this is the only requirement for authentication, then please select "No."

Reference:  ([M-04-04])

Source:  C&A Process - System Identification & Categorization
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	

	1.8
	Who are/will be the primary system users?

Reference:  ([M-04-04])

Source:  C&A Process - System Identification & Categorization
	
	
	
	 FORMCHECKBOX 
 Government Employees

 FORMCHECKBOX 
 Department of Defense (DOD) Military/Citizen Employees

 FORMCHECKBOX 
 All US Private Citizens

 FORMCHECKBOX 
 Foreign Citizens/Governments/Companies

 FORMCHECKBOX 
 Government Contractors

 FORMCHECKBOX 
 Agents of US Citizens

 FORMCHECKBOX 
 Private Business 

 FORMCHECKBOX 
 Other ________________



	1.9
	What type of credential is used most often to authenticate users to the system?  

Reference:  ([M-04-04])


	
	
	
	 FORMCHECKBOX 
  Username

 FORMCHECKBOX 
  Password

 FORMCHECKBOX 
  One-Time Password Device
 FORMCHECKBOX 
  Public Key Infrastructure (PKI)
 FORMCHECKBOX 
  Knowledge-Based

 FORMCHECKBOX 
  Smartcard

 FORMCHECKBOX 
  Other: _________________________


	2
	User Authentication
	
	
	
	

	2.1
	What is the estimated number of electronic authentications or logins performed by the system during the course of a year?

Reference:  ([M-04-04]) 


	
	
	
	________



	2.2
	What is the system’s E-Authentication Initiative Category?

Reference:  ([M-04-04])


	
	
	
	 FORMCHECKBOX 
 Government to Citizen (G2C)

 FORMCHECKBOX 
 Government to Business (G2B)

 FORMCHECKBOX 
 Government to Government (G2G) 

 FORMCHECKBOX 
 Internal Effectiveness and Efficiency (IEE)

 FORMCHECKBOX 
 Other ________________

	2.3
	What is the number of unique users, in each of the designated customer segments, that are authenticated by the system?

Reference:  ([M-04-04])


	
	
	
	G2C: _______________________ 

G2B: _______________________

G2G: _______________________ 

IEE: ________________________



	2.4
	Please provide a more detailed description of the customer groups that are authenticated by the system. 

Please identify as many groups as possible.  

Reference:  ([M-04-04])


	
	
	
	 FORMCHECKBOX 
 Business: businesses 

 FORMCHECKBOX 
 Business: employers

 FORMCHECKBOX 
 Business: farms

 FORMCHECKBOX 
 Business: federal contractors

 FORMCHECKBOX 
 Business: financial institutions

 FORMCHECKBOX 
 Business: firearms dealers

 FORMCHECKBOX 
 Business: health care providers

 FORMCHECKBOX 
 Business: manufacturers

 FORMCHECKBOX 
 Business: other food industry

 FORMCHECKBOX 
 Business: ship/boat industry



	
	
	
	
	
	 FORMCHECKBOX 
 Citizen: 
employees

 FORMCHECKBOX 
 Citizen: 
fishermen

 FORMCHECKBOX 
 Citizen: 
households

 FORMCHECKBOX 
 Citizen: 
individuals

 FORMCHECKBOX 
 Citizen: 
landowners

 FORMCHECKBOX 
 Citizen: 
retirees

 FORMCHECKBOX 
 Citizen: 
students



	
	
	
	
	
	 FORMCHECKBOX 
 Govt.: 
labor unions

 FORMCHECKBOX 
 Govt.: 
law enforcement

 FORMCHECKBOX 
 Govt.: 
local governments

 FORMCHECKBOX 
 Govt.: 
nonprofit institutions

 FORMCHECKBOX 
 Govt.: 
schools

 FORMCHECKBOX 
 Govt.: 
state governments

 FORMCHECKBOX 
 Govt.: 
tribal governments

 FORMCHECKBOX 
 Govt.: 
universities



	
	
	
	
	
	 FORMCHECKBOX 
 Internal: 
federal agencies

 FORMCHECKBOX 
 Internal: 
federal employee beneficiaries 

 FORMCHECKBOX 
 Internal: 
federal employees



	
	
	
	
	
	 FORMCHECKBOX 
 Other:
____________________________

 FORMCHECKBOX 
 Other:
____________________________

 FORMCHECKBOX 
 Other:
____________________________


Section B – Privacy Act Worksheet
	No.
	C. Privacy Question Set
	User Response
	Comments

	
	
	Yes
	No
	N/A
	

	3
	Information in Identifiable Form (IIF)

	3.1
	Does/Will the system collect and contain IIF within any database(s), record(s), file(s) or website(s) hosted by this system?

Note:  If yes, check all that apply in the Comments column. If the category of personal information is not listed, please check “Other” and identify the category.

Please note: This question seeks to identify all personal information contained within the system. This includes any IIF, whether or not it is subject to the Privacy Act, whether the individuals are employees, the public, research subjects, or business partners, and whether provided voluntarily or collected by mandate. Later questions will try to understand the character of the data and its applicability to the requirements under the Privacy Act or other legislation.

Reference:  ([PA87], [M-03-22])

HHS Privacy Impact Assessment Guide
	  FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	Personal Information:

 FORMCHECKBOX 

Name

 FORMCHECKBOX 

Date of birth

 FORMCHECKBOX 

Social Security Number (or other number originated by a government that specifically identifies an individual)

 FORMCHECKBOX 

Photographic identifiers (e.g., photograph image, x-rays, and video)

 FORMCHECKBOX 

Driver’s license number

 FORMCHECKBOX 

Biometric identifiers (e.g., fingerprint and voiceprint)

 FORMCHECKBOX 

Mother’s maiden name

 FORMCHECKBOX 

Vehicle identifiers (e.g., license plates)

 FORMCHECKBOX 

Mailing address

 FORMCHECKBOX 

Phone numbers (e.g., phone, fax)

 FORMCHECKBOX 

Medical records numbers

 FORMCHECKBOX 

Medical notes

 FORMCHECKBOX 

Company financial account information and/or numbers (e.g., checking account number and Personal Identification Numbers [PIN])

 FORMCHECKBOX 

Certificates (e.g., birth, death, and marriage)

 FORMCHECKBOX 

Legal documents or notes (e.g., divorce decree, criminal records, or other)

 FORMCHECKBOX 

Device identifiers (e.g., pacemaker, hearing aid, or other)

 FORMCHECKBOX 

Web Uniform Resource Locators (URL)

 FORMCHECKBOX 

E-mail address

 FORMCHECKBOX 

Education records

 FORMCHECKBOX 

Military status and/or records

 FORMCHECKBOX 

Employment status and/or records

 FORMCHECKBOX 

Foreign activities and/or interests

 FORMCHECKBOX 

Other:________________________

 FORMCHECKBOX 

Other:________________________



	3.2
	Indicate the categories of individuals about whom IIF is or will be collected.

Reference:  ([PA87], [M-03-22])

HHS Privacy Impact Assessment Guide
	
	
	
	 FORMCHECKBOX 

Employees

 FORMCHECKBOX 

Public citizens

 FORMCHECKBOX 

Patients

 FORMCHECKBOX 

Business partners/contacts  (federal, state, local agencies)

 FORMCHECKBOX 

Vendors/Suppliers/Contractors

 FORMCHECKBOX 

Other ________________

	3.3
	Are/Will 10 or more records containing IIF [be] maintained, stored or transmitted/passed through this system?

Reference:  ([PA87]) 

HHS Privacy Impact Assessment Guide
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	

	3.4
	Does/Will the system populate data for other resources (i.e., do databases, Web sites, or other resources rely on this system’s data)?

Note:  If yes, specify resource(s) and purpose for each instance in the Comments column.

Reference:  ([PA87], [M-03-22])

HHS Privacy Impact Assessment Guide
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

Resource:  ____________________

 FORMCHECKBOX 

Resource:  ____________________

 FORMCHECKBOX 

Resource:  ____________________

 FORMCHECKBOX 

Resource:  ____________________

 FORMCHECKBOX 
    Resource:  ____________________

	4.0
	Website Privacy Practices 
	
	
	
	

	4.1
	Has Agency made available a notice of its privacy policies and practices on the Website? 

Reference:  ([PA87], [M-03-22])

HHS Privacy Impact Assessment Guide
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	If “no,” then explain why.

	4.2
	Does Agency’s Website privacy notice appear in both human-readable and machine-readable form?

Reference:  ([PA87], [M-03-22])

HHS Privacy Impact Assessment Guide
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	If “no,” then explain why.

	4.3
	Has a Privacy Impact Assessment been conducted on the system?

Reference:  ([PA87], [M-03-22],

[800-53] Section PL-5)

HHS Privacy Impact Assessment Guide
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	If “yes,” indicate the date.

If “no,” then explain why.

	4.4
	Does the Website employ (or will it employ) persistent tracking technologies?

Note:  If yes, identify types of cookies in the Comments column. If persistent tracking technologies are in place, please indicate the official who authorized the use of the persistent tracking technology.

Reference:  ([M-03-22])

HHS Privacy Impact Assessment Guide
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 
 Session Cookies

 FORMCHECKBOX 
 Persistent Cookies

 FORMCHECKBOX 
 Web bugs

 FORMCHECKBOX 
 Web beacons

 FORMCHECKBOX 
 Other (Describe): ________________

Authorizing Official: ____________________

Authorizing Date: ______________________


Section C – System Mitigating Controls Worksheet

	No.
	System Mitigating Controls Question Set
	User Response
	Comments

	
	
	Yes
	No
	N/A
	

	Note: The following questions ensure the system operates within the confines of the common control infrastructure.  This guide uses the terms “Management,” “Technical,” and “Operational” to refer to security control questions—terms used for consistency with several federal overarching information assurance and privacy laws in reference to security requirements. The terminology used in this worksheet is are from the National Institute of Standards and Technology (NIST) Special Publication (SP) 800-53, Recommended Security Controls for Federal Information Systems. 

	5
	Management Controls

Management security controls focus on managing organizational risk and information system security, and devising sufficient countermeasures or safeguards for mitigating risk to acceptable levels. Management security control families include risk assessment, security planning, system and services acquisition, and security assessment.  

	5.1
	Have security controls been tested and evaluated in the last year?

Reference:  ([800-53], Section RA-3,   
[800-26], Section 10.2)

Source:  C&A Process - ST&E 
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	

	5.2
	Are there continuous monitoring activities such as configuration management and control of information system components, security impact analyses of changes to the system, ongoing assessment of security controls, and status reporting? If yes, please provide a description.  

Reference:  ([800-53], Section CA-7,   
Source:  C&A Process - System Security Plan
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	Description: _________________________

___________________________________

___________________________________

___________________________________

___________________________________

___________________________________



	5.3
	Is there a System Security Plan (SSP) for this system (or will there be)? Please provide the date of the SSP.

Reference:  ([800-53], Section PL-2,  
[800-26], Section 10.2)

Source:  C&A Process - System Security Plan
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	Date: (mm/dd/yyyy)

______________________________

	6
	Technical Controls

Technical security controls focus on the security controls executed by the computer system through mechanisms contained in the hardware, software and firmware components of the system.  Technical security control families include access control, audit and accountability, and system and communications protection.

	6.1
	Are technical controls in place to minimize the possibility of unauthorized access, use, or dissemination of the data in the system (or will there be)? 

Note:  If yes, check all that apply in the Comments column.

Reference:  ([800-18], Section 6.GSS.1.2, 

[800-53], Section IA-5,

[800-26], Section 15.1)
Source:  C&A Process - System Security Plan
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

User ID 

 FORMCHECKBOX 

Passwords

 FORMCHECKBOX 

Firewall

 FORMCHECKBOX 

Virtual Private Network (VPN)

 FORMCHECKBOX 

Encryption

 FORMCHECKBOX 

Intrusion Detection System (IDS)

 FORMCHECKBOX 

Common Access Cards (CAC)

 FORMCHECKBOX 

Smart Cards

 FORMCHECKBOX 

Biometrics

 FORMCHECKBOX 

Public Key Infrastructure (PKI)

 FORMCHECKBOX 

Other _________________________

 FORMCHECKBOX 

Other _________________________

	6.2
	Are there specific controls in place to prevent users from having all of the necessary authority or information access to perform fraudulent activity without collusion?  If yes, please provide the description. 
Examples of separation of duties include: 

(i) mission functions and distinct information system support functions are divided among different individuals/roles; (ii) different individuals perform information system support functions (e.g., system management, systems programming, quality assurance/testing, configuration management, and network security); and (iii) security personnel who administer access control functions do not administer audit functions.

Reference:  [800-53], Section AC-5 

Source:  C&A Process - System Security Plan
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	Description: _________________________

___________________________________

___________________________________

___________________________________

___________________________________

___________________________________

___________________________________

___________________________________



	6.3
	Are there regular or periodic reviews/analysis of audit records for indications of inappropriate or unusual activity, investigation of suspicious activity or suspected violations, reporting of findings to appropriate officials, and are necessary actions taken? 

Reference:  [800-53], Section AU-5,

Source:  C&A Process - System Security Plan
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	

	6.4
	Are there automated mechanisms employed to integrate audit monitoring, analysis, and reporting into an overall process for investigation and response to suspicious activities? Please describe.

Reference:  [800-53], Section AU-5,

Source:  C&A Process - System Security Plan
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	

	7
	Operational Controls

Operational security controls focus on mechanisms primarily implemented by people as opposed to systems.  These controls are established to improve the security of a group, a specific system or group of systems.  Operational security controls require technical or specialized expertise and often rely on management and technical security controls.  Operational security control families include physical security, contingency planning, configuration management, maintenance, system and information integrity, incident response. 

	7.1
	Are the required background checks that are commensurate with the access privileges performed for all authorized users and operators of the system? 

Reference:  ([800-53], Section PS-3)

Source:  C&A Process - System Security Plan  
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	

	7.2
	Are there necessary signed nondisclosure agreements: appropriate access agreements (e.g., nondisclosure agreements, acceptable use agreements, rules of behavior, conflict-of-interest agreements) for individuals requiring access to organizational information and information systems before authorizing access? 

Reference:  ([800-53], Section PS-6)

Source:  C&A Process - System Security Plan  
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	

	7.3
	Are physical access controls in place (or will there be)?

Note:  If yes, check all that apply in the Comments column.

Reference:  ([800-18], Section 5.MA.2,

[800-53], Section PE-3,

[800-26], Section 7.1)

Source:  C&A Process - System Security Plan  
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

Guards

 FORMCHECKBOX 

Identification Badges

 FORMCHECKBOX 

Key Cards

 FORMCHECKBOX 

Cipher Locks

 FORMCHECKBOX 

Biometrics

 FORMCHECKBOX 

Closed Circuit TV (CCTV)

 FORMCHECKBOX 

Other _________________________


 FORMCHECKBOX 

Other _________________________

	7.4
	Is there (or will there be) a contingency (or backup) plan for the system? If yes, please provide the date of contingency plan.
Reference:  ([800-53], Section CP-2,

[800-18], Section 5.MA.4)

Source:  C&A Process - System Contingency Plan
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	Date:  (mm/dd/yyyy)

___________________________________



	7.5
	Have contingency plan(s) been tested and evaluated in the last year? If yes, please provide the testing date of contingency plan. 
Reference:  (800-53], Section CP-4,5,

[800-18], Section 5.MA.4,

[800-26], Section 10.2)

Source:  C&A Process - System Contingency Plan
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	Date:  (mm/dd/yyyy)
___________________________________



	7.6
	Are incident handling capabilities employed for security incidents that includes preparation, detection and analysis, containment, eradication, and recovery? Please provide a description.

Reference:  ([800-53], Section IR-4)

Source:  C&A Process - System Security Plan  
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	Description: ___________________________________


___________________________________


___________________________________


___________________________________




Section D – e-Authentication Transaction Worksheet

Note:  A transaction is a discrete event between a user and a system that supports a business purpose.  Authentication of users of federal IT systems for the purposes of conducting government business electronically, involve internal and external facing browser based systems. Multiple transactions may occur during the e-authentication process.  

Please use one E-Authentication Transaction Worksheet for each separate transaction.

	No.
	B. Transaction Question Sets
	User Response
	Comments

	
	
	Yes
	No
	N/A
	

	8.0
	Transaction 

	8.1
	Please provide a Transaction name and a brief description.
Reference:  ([M-04-04])
	
	
	
	_____________________________________

	8.2
	What is the Transaction Type?

Reference:  ([M-04-04])

Source:  C&A Process - Risk Assessment: 

Threat and Vulnerability Determination
	
	
	
	 FORMCHECKBOX 
 Inquire
 FORMCHECKBOX 
 Create

 FORMCHECKBOX 
 Modify

 FORMCHECKBOX 
 Delete

	8.3
	What is the data associated with this transaction?
Source:  C&A Process - Risk Assessment: 

Threat and Vulnerability Determination
	
	
	
	 FORMCHECKBOX 
 Audit Thresholds

 FORMCHECKBOX 
 Cryptographic Keys

 FORMCHECKBOX 
 Electronic Mail

 FORMCHECKBOX 
 Employee Record

 FORMCHECKBOX 
 Firewall Configuration Settings

 FORMCHECKBOX 
 Incident Reports

 FORMCHECKBOX 
 Operating System Executables

 FORMCHECKBOX 
 Personal Profile

 FORMCHECKBOX 
 Business Profile

 FORMCHECKBOX 
 Web Page

 FORMCHECKBOX 
 Other: _____________________________ 

 FORMCHECKBOX 
 Other: _____________________________ 

 FORMCHECKBOX 
 Other: _____________________________

	8.4
	Describe the data associated with this transaction.  

Note: If applicable, select from the following security requirements associated with the data.  

Reference:  ([M-04-04])

Source:  C&A Process - Risk Assessment: 

Threat and Vulnerability Determination
	
	
	
	_____________________________________

_____________________________________

 FORMCHECKBOX 
 Confidentiality

 FORMCHECKBOX 
 Integrity
 FORMCHECKBOX 
 Availability
 FORMCHECKBOX 
 Privacy
 FORMCHECKBOX 
 Pseudonimity
 FORMCHECKBOX 
 Anonymity
 FORMCHECKBOX 
 Nonrepudiation

	8.5
	Who is the transaction user?

Reference:  ([M-04-04])

Source:  C&A Process - Risk Assessment: 

Threat and Vulnerability Determination
	
	
	
	 FORMCHECKBOX 
 Agents of US Citizens
 FORMCHECKBOX 
 All US Private Citizens

 FORMCHECKBOX 
 DOD Citizen Employees

 FORMCHECKBOX 
 DOD Military

 FORMCHECKBOX 
 Foreign Citizens/Governments/Companies

 FORMCHECKBOX 
 General Public

 FORMCHECKBOX 
 Government Contractors

 FORMCHECKBOX 
 Government Employees

 FORMCHECKBOX 
 Other: _____________________________

	8.6
	What is the entry point, the instrumental vehicle for the transaction? (e.g., Internet, registered user portal, employee user portal, intranet, extranet).
Source:  C&A Process - Risk Assessment: 

Threat and Vulnerability Determination
	
	
	
	 FORMCHECKBOX 
 Internet

 FORMCHECKBOX 
 Intranet
 FORMCHECKBOX 
 Registered User Portal (RUP)
 FORMCHECKBOX 
 Employee User Portal (EUP)
 FORMCHECKBOX 
 Current System Environment (CSE) 

 FORMCHECKBOX 
 Other: _____________________________

	8.7
	What is the transaction security context?
*Definitions:

Recurring Transaction

Regular or periodic transactions between parties have a higher risk than intermittent transactions because of their predictability. This risk causes a higher likelihood that an outside party would know of the scheduled transaction and prepare to intrude on it. 

High-Value Transaction

The value of the information to outside parties could also determine their motivation to compromise the information. Information relatively unimportant to an agency may have a high value to an outside party. 

Mission-Specific Transaction

Certain agencies, because of their perceived image or mission, may be more likely to be attacked independent of the information or transaction. The act of disruption can be an end in itself.
Source:  C&A Process - Risk Assessment: 

Threat and Vulnerability Determination
	
	
	
	 FORMCHECKBOX 
 Recurring Transaction

 FORMCHECKBOX 
 High-Value Transaction

 FORMCHECKBOX 
 Mission-Specific Transaction

 FORMCHECKBOX 
 N/A

	8.8
	What is the security context of the information that is generated or carried via the transaction?
Reference:  ([M-04-04])

Source:  C&A Process - Risk Assessment: 

Threat and Vulnerability Determination
	
	
	
	 FORMCHECKBOX 
 Archival - will be archived later as permanently valuable records.
 FORMCHECKBOX 
 Auditable – may be subject to audit or compliance
 FORMCHECKBOX 
 Forensic – may be needed as proof in court
 FORMCHECKBOX 
 Nonvolatile – will be used for a long time prior to being discarded
 FORMCHECKBOX 
 Research-related - will be used for research, program evaluation, or other statistical analyses
 FORMCHECKBOX 
 Subject to Dispute - may later be subject to dispute by one of the parties (or alleged parties) to the transaction

 FORMCHECKBOX 
 Subject to Nonparty Dispute - may later be subject to challenge by a nonparty to the transaction;



	8.9
	What is the data type (categorization) for this transaction? 

*Please refer to NIST SP 800-60 for a complete listing of all data categories.
 Reference:  ([NIST SP 800-60])
Source:  C&A Process - Risk Assessment: 

Threat and Vulnerability Determination
	
	
	
	 FORMCHECKBOX 
 C.2.6.1. 
Customer Services

 FORMCHECKBOX 
 C.2.6.2. 
Official Information Dissemination 

 FORMCHECKBOX 
 C.2.8.9. 
Personal Identity & Authentication 

 FORMCHECKBOX 
 C.2.8.10. Entitlement Event Information

 FORMCHECKBOX 
 C.2.8.11.
Representative Payee Information

 FORMCHECKBOX 
 C.3.5.5. 
IT Security

 FORMCHECKBOX 
 D.21.2. 
Standard Setting / Reporting Guideline Development

 FORMCHECKBOX 
 Other: ______________________________

	8.10
	What are the sensitivity ratings for this data type?
*FIPS PUB 199 Impact Value Definitions:

Low Impact - The loss of confidentiality, integrity, or availability could be expected to have a limited adverse effect on organizational operations, organizational assets, or individuals.

Moderate Impact - The loss of confidentiality, integrity, or availability could be expected to have a serious adverse effect on organizational operations, organizational assets, or individuals.

High Impact - The loss of confidentiality, integrity, or availability could be expected to have a severe or catastrophic adverse effect on organizational operations, organizational assets, or individuals.
Source:  C&A Process - Data and System Criticality 

(FIPS PUB 199
System Security Plan)
	
	
	
	Confidentiality (C) 
 FORMCHECKBOX 
 Low

 FORMCHECKBOX 
 Moderate 

 FORMCHECKBOX 
 High

Integrity ( I )
 FORMCHECKBOX 
 Low

 FORMCHECKBOX 
 Moderate 

 FORMCHECKBOX 
 High

Availability (A)
 FORMCHECKBOX 
 Low

 FORMCHECKBOX 
 Moderate 

 FORMCHECKBOX 
 High

	8.11
	Are there possible Impact Areas for the system?

Note: Main impact areas are defined from which an identity authentication error would impact negatively. If the answer is “Yes,” please specify and proceed to the next question.

Reference:  ([M-04-04])

Source:  C&A Process - Risk Assessment: 

Threat and Vulnerability Determination
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	

	8.12
	Which of the following categories would have an impact as a result of an authentication error or a breach in security? The level of impact (FIPS PUB 199 rating low, moderate, high) cannot exceed the FIPS PUB 199 rating for the system.

Note: Main impact areas are defined from which an identity authentication error would impact negatively.

Note: For precise criteria of level of impact resulting from authentication failure please refer to Exhibit A.  

Reference:  ([M-04-04])

Source:  C&A Process - Risk Assessment: 

Threat and Vulnerability Determination
	
	
	
	 FORMCHECKBOX 
 AC1 – Inconvenience, distress or damage to standing or reputation
 FORMCHECKBOX 
 Low

 FORMCHECKBOX 
 Moderate 

 FORMCHECKBOX 
 High

 FORMCHECKBOX 
 AC2 – Financial loss or agency liability
 FORMCHECKBOX 
 Low

 FORMCHECKBOX 
 Moderate 

 FORMCHECKBOX 
 High

 FORMCHECKBOX 
 AC3 – Harm to agency programs or public interests
 FORMCHECKBOX 
 Low

 FORMCHECKBOX 
 Moderate 

 FORMCHECKBOX 
 High
 FORMCHECKBOX 
 N/A

 FORMCHECKBOX 
 AC4 – Unauthorized release of sensitive information
 FORMCHECKBOX 
 Low

 FORMCHECKBOX 
 Moderate 

 FORMCHECKBOX 
 High
 FORMCHECKBOX 
 N/A

 FORMCHECKBOX 
 AC5 – Personal Safety
 FORMCHECKBOX 
 Low

 FORMCHECKBOX 
 Moderate 

 FORMCHECKBOX 
 High
 FORMCHECKBOX 
 N/A

 FORMCHECKBOX 
 AC6 – Civil or criminal violations
 FORMCHECKBOX 
 Low

 FORMCHECKBOX 
 Moderate 

 FORMCHECKBOX 
 High
 FORMCHECKBOX 
 N/A


Exhibit A: Potential Impact of Authentication failures
	Potential Impact Categories
	Impact

	
	Low
	Moderate
	High

	Inconvenience, distress, or damage to standing or reputation
	At worst, limited, short-term inconvenience, distress or embarrassment to any party
	At worst, serious short term or limited long-term inconvenience, distress or damage to the standing or reputation of any party
	Severe or serious long-term inconvenience, distress or damage to the standing or reputation of any party (ordinarily reserved for situations with particularly severe effects or which affect many individuals)

	Financial loss or agency liability
	At worst, an insignificant or inconsequential unrecoverable financial loss to any party, or at worst, an insignificant or inconsequential agency liability
	At worst, a serious unrecoverable financial loss to any party, or serious agency liability
	Severe or catastrophic unrecoverable financial loss to any party; or severe or catastrophic agency liability

	Harm to agency programs or public interests
	At worst, a limited adverse effect on organizational operations or assets, or public interests. Examples of limited adverse effects are: (i) mission capability degradation to the extent and duration that the organization is able to perform its primary functions with noticeably reduced effectiveness, or (ii) minor damage to organizational assets or public interest
	At worst, a serious adverse effect on organizational operation or assets, or public interest. Examples of serious adverse effects are: (i) significant mission capability degradation to the extent and duration that the organization is able to perform its primary functions with significantly reduced effectiveness, or (ii) significant damage to organizational assets or public interest
	A severe or catastrophic adverse effect on organizational operations or assets, or public interests. Examples of severe or catastrophic effects are: (i) severe mission capability degradation to the extent and duration that the organization unable to perform one or more of its primary functions; or (ii) major damage to organizational assets or public interest

	Unauthorized release of sensitive information
	At worst, a limited release of personal, U.S. government sensitive, or commercially sensitive information to unauthorized parties resulting in a loss of confidentiality with a low impact as defined in FIPS PUB 199
	At worst, a release of personal, U.S. government sensitive, or commercially sensitive information to unauthorized parties resulting in a loss of confidentiality with a moderate impact as defined in FIPS PUB 199
	A release of personal, U.S. government sensitive, or commercially sensitive information to unauthorized parties resulting in loss of confidentiality with a high impact as defined in FIPS PUB 199

	Personal safety
	At worst, minor injury not requiring medical treatment
	At worst, moderate risk of minor injury or limited risk of injury requiring medical treatment
	A risk of serious injury or death

	Civil or criminal violations
	At worst, a risk of civil or criminal violations of a nature that would not ordinarily be subject to enforcement effects
	At worst, a risk of civil or criminal violations that may be subject to enforcement effects
	A risk of civil or criminal violations that are of special importance to enforcement programs


Acronym List for Questionnaire

	A
	Availability

	AC
	Authentication Category

	C
	Confidentiality

	C&A
	Certification and Accreditation

	CAC
	Common Access Cards

	DAA
	Designated Approving Authority

	DOD
	Department of Defense

	FIPS PUB
	Federal Information Processing Standards Publication

	G2B
	Government to Business

	G2C
	Government to Citizen

	G2G
	Government to Government

	GSS
	General Support System

	I
	Integrity

	IDS
	Intrusion Detection System

	IEE
	Internal Effectiveness and Efficiency

	IIF
	Information in Identifiable Form

	MA
	Major Application

	N/A
	Not Applicable

	NIST SP
	National Institute of Standards and Technology Special Publications

	OMB
	Office of Management and Budget

	PKI
	Public Key Infrastructure

	P. L.
	Public Law

	POC
	Point of Contact

	SBU
	Sensitive But Unclassified

	SC
	Security Categories

	SSP
	System Security Plan

	ST&E
	Security Test and Evaluation

	UPI
	Unique Project Identifier

	URL
	Uniform Resource Locator

	VPN
	Virtual Private Network
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� Human-readable and machine-readable privacy policies for web-based information collection are among the requirements of the E-Government Act of 2002, Section 208
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